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This California Student Data Privacy Agreoment ("DPAT) is entered into by and betwoen the Ouk
Grove Schoad District (hercinafier seferred 10 a8 “LEA™) and WestEd (herginafler referred 10 a5
“Provider™) on 02/27/2019. The Partics agree 10 the terms s stated herein

RECITALS

WHEREAS., the Provider has agreed o peovide the Local Edecation Agency (“LEA™) with cenan
digial educational services ("Services™) pursuant 1o a contract dated 0272772019 (“Service Agreement”™)
and

WHEREAS, in ceder to provide the Services described in the Service Agroement, the Provider may
recene or oreate, and Be LEA may provide documests o data that are coverad By several foderal
statutes, among them, the Family Educational Rights and Privacy Act ("FERPA™) a1t 20 US.C. 1232g
(34 CFR Pant 99), Childeen's Online Privacy Protection Act ("COPPA™), 15 USC. 6501.65%0%;
Protection of Pupil Rights Amendment ("PPRA™) 20 US.C. 1232h; and

WHEREAS, the docoments and data wansferred from LEAs and created by the Provider’s Services are
also subject 10 California state stadent peivacy laws, inchading AB 1584, fousd s Califoenia Education
Code Section 490731 and the Student Online Personal Information Prosection Act (“SOPIPA™) found x
California Business and Profossions Code section 22584; and

WHEREAS, fr the purposes of this DPA, Provider is a school official wah legitimate oducationsl
innerests in accessing educational records persuant %o the Service Agreement; and

WHEREAS, the Partics wish %0 enier into this DPA %0 cnsere that the Service Agreement conforms 8o
B roquirements of the pevacy laws refemmed 20 sbove and 10 extablinh implementing procedures and
dutics; and

WHEREAS, the Provider may, by signing the “General Offer of Privacy Terms™ (Exhibit “E™) agree to
allow other LEAs in Califorsia the opportusity 10 accept and ¢njoy the benefits of this DA for the
Senvices described herein, withost the need W negotiate tenms i & separate DPA,

NOW THEREFORE, for good and valmable consideration, the parties agree as follows:
ARTICLE I: PURPOSE AND SCOPE

1. Parpose of DPA. The parpose of this DPA iy 10 describe the duties and responsibilitics o
prodect stedent dats treamittod 10 Provider from LEA punuant 10 the Service Agreement,
incloding compliance with all applicable statutes, including the FERPA, PPRA, COPPA,
SOPIPA, AB 1584, and other applicable California State laws, all x5 may be amended from time
10 time. In performing these services, the Provider shall be comsidered a Schood Official wigh a
legitimate educational interest. and performing services otherwise provided by the LEA. With
respest 0 the use and mamtonance of Student Data, Provider shall bo uader the direct control
and supervision of the LEA,

2. Nature of Services Provided. The Provider bas agreed %0 peovide the following digiad
educational products and services described below and as may be further owtlined in Lxhibig "A”
heoreto:



See exhibit A

3, Student Data te Be Pronided. The Parties shall indicate the catogories of stedent data o be

provided in the Schedule of Duta, atuached hereto as Exbabal 7

4. DEA Definitions. The definition of terms used in this DPA s found in Exhibit “C” In the event

of a conflict, definitions used i this DPA shall prevas over serm used in the Service Agreement,

ARTICLE 11 DATA OWNERSHIFP AND AUTHORIZED ACCESS

Studeat Duta Propeety of LEA. All Studern Data sranamined 10 $he Provider perssant 1o the
Service Agreement is and will continue 10 be the property of and under the control of e LEA,

The Pronider further acknowledges and agrees that all copees of such Stedent Data transminied %0
the Provider, mclading anmy modfications or additions or sy portion thereol from ssy sowrce,
are subject 10 the peovisions of this Agreement i e same manner as the original Stadent Data.
The Parties agree that as between them, all rights, inchuding all insellectual propenty rights in and
10 Student Data comemplated per the Service Agreoment shall remain the exclusive property of
the LEA, For the purposes of FERPA, the Provider shall be comidered a School Official, under
the control and Seection of the LEAs & it pertaing 10 the e of Stadent Data notwithatanding
the above. Provider may trasafer pupil-gencrated content 10 & scparale account, acconding 10 the
procedures st forth below.

Earcat Access. LEA shall establish reasonsble procodercs by which a parent, kegal puaedan, or
cligible student may review Student Duta im e pepil™s reconds, comect crmoncous information,
and procodures e the transfer of pupil-gencraled contest 10 & pensonal account, consistent with
the funcricoality of services. Provider shall respoad in a temcly manner (and no later than 45
days from the date of the request) 1o the LEA's request for Student Data s & pupsl’s reconds held
by the Provider 5o view or correct as necessary. In the event that o parent of & pepll or other
individual contacts the Provider 0 review any of $he Stodent Data accessod pursuant 1o the
Services, the Provider shall refer e parent or individual 10 the LEA, who will follow the

mecowsary and proper procedurcs reganding the roquestod information.

. Scpanate Account. If pupdl penerated content is stored o maintained by the Provider as pant of

the Services describod in Exhibie “A™, Provider shall, st the request of the LEA, transfor sald
pupil penerated comtent o A separsic student sccoent wpon termination of the Service
Agroement; peovidod, however, such transfor shall caly apply 10 pupil gencrated coment that is
severable from the Seevice.

Ihicd Party Regeest Should a Thind Party, mcloding law enforcement and governmont
entities, contact Provider with a roquest for data beld by the Provider pursuant 10 the Services,
the Provider shall rofieect the Thisd Party 1o request the data directly from the LEA. Provider
shall notify the LEA i advance of a compellied Sncloaure 10 a Third Party,

Subprocessers. Provider shall enter into writton agreoments with all Subprocessors performing
functions punsuant 0 the Service Agreement, whorehy the Subprocessors apree 10 protect
Seadent Data in sanscr consivient with the serms of this DPA,



ARTICLE 115: DUTIES OF LEA

I, Pohac Compliance 1LEA shall peonide data for the purposes of the Service Agreement in
compliance with FERPA, COPPA, PPRA, SOPIPA, AB 1584 and sl other California privacy

stalues.

2. Annsal Natification of Rights. 17 e LEA has a policy of dischning education records under
FERPA (4 CFR §99.31 (2) (1)) LEA shall include 2 specification of criteria for determining
who constitutes a school official and what comatinstes a legitimate oducational intorest in ity
Ansual potificaion of rights.

3. Reasomable Precamtions. LEA shall take remsonable procastions 50 socwre usermames.
passwoeds, and any other meams of gaining access 8 the services and hosted data.

4 Unautherized Access Notification. | EA shall sotify Provider prompely of say kaown ce
suspected unauthorized access. LEA will sssist Provider in any efforts by Provider wo investigase
nd respond 10 any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

. Probacy Complanse. The Provider shall comply with all applicable state and foderal laws and
regulations pertaining %o data privacy and security, including FERPA, COPPA, PPRA, SOPIPA,
AR 1584 and ol other California privacy statetes,

2 Amthorized Use The data shared pursuant 10 the Service Agreement, including persistent unique
identifiers, shall be wsed for no purpose other than the Services stated im the Service Agreement
md'or othorwise sethorized under the statutes referrod o in subsection (1), shove, Provider abo
acknowlodges and sgroes that it shall not make any re-disclosurg of amy Student Diata or any
portion thoreod, imchading withost limitation, meta data, user content or other son-pullic
information andor personally identifiable information contameed in the Student Data, withom the
express written cossent of the LEA.

L Emglose Oblication. Provider shall require all employees and agonts who have accoess 1o
Studert Data 1o comply with all apphcable provisions of this DPA with respect 10 the data shased
under the Service Agreement.

4 No Discheaare De-identified information may be wsed by the Provider for the purposes of
development, rescarch, and improvement of cducational sites, services, or applications. as amy
other member of the public o party would be able 10 use de-identifiod data parseant to M CFR
99.31(b). Provider agroes not 10 anemgt 50 re-identify de-identified Studest Data and aot
tramfer de-identificd Stadent Data 10 any party saless (2) that party agrees @ wriling not %
sticmpt re-deatification, and (b) prior written netioe has boen given 10 LEA who has provided
prior writien consent for such tramafer. Provider shall not copy, reproduce or transmit any data
obained under the Service Agreement snd'or any poction thereof, except as necessary to fulfill
the Service Agreoment.

S, Dispositien of Data. Upon wrimen request and in sccordance with the applicable termes i
subscction & or b, below, Provider shall dispose or delete all Stwdent Data obtained wnder the
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Service Agroement when it s m0 knger neadod for the parpone for which @ was obtained,
Disposition shall include (1) the shredding of ay hard copies of any Seadent Data: (2) Erasing:
or (3) Othorwing modify ing e ponsonal information in those reconds 50 make it snreadable or
indecipherable by human or digid means. Nothing in the Service Agreement authorizes
Peovider o eaintain Seadent Data obaained ender the Service Agreement beyoad the thme period
ressonably needed 10 complete the disposition. Providor shall peovide writien naification
LEA when the Student Data has been disposed. The duty %o dispose of Student Data shall not
extend 1o data that has been de-sdontified or placed in a separate Student account, pursuant %o the
other terms of the DPA. The LEA may employ a "Request for Retern or Deletion of Stadent
Data™ form, a copy of which is stached bereto as Exiibit D™, Upon reccipt of 2 roquest from
the LEA. the Provider will immediately provide the LEA with any specified portion of the
Student Dats within 10 (10) calendar days of receipt of said request.

o Partial Disposal During Term of Service Agreement. Throughout the Term of the
Service Agrooment, LEA may request partial disposal of Stedont Data obtained under the
Service Agroement that is mo longer necded. Partial dispoaal of data shall be sebject 0
LEA"s roguest 50 trasafer dals 0 & scparsie account, purseast to Article 11, section 3,
above.

b. Complete Disposal Upon Termimation of Service Agreessent. Upon Termmation of
the Service Agroement Provider shall dispose or delete all Stodont Data obtained ender
the Service Agreement. Price 10 disposation of the data, Provider shall sotify LEA in
writing of its option 10 tranafer data 10 & separgic account, pursuant 10 Asticke fl, section
3, sbove. In no event shall Provider dispose of data pursuan 30 this provision wless snd
until Provider has received affimmative written confirmation from LEA that daea will not
be transfemed 10 & separme account.

6 Advertisisg Prohibition Provider is prohibised from using o seiling Student Dats 5o () market
of adventise 50 Madents of feiliedpaardians: (b) Infoem, isfluence, or enable marketing,
advertising, or other commercial effons by a Provider: () develop a profidle of a student, family
member'gusedian or group, for any commercial purpose other than peoviding the Service o
LEA: or (d) wse the Ssadent Data for the development of commercial prodects or services, other
than as mecessary % provide the Service 10 LEA. This section does not probibit Provider from
using Student Data for adaptine learming or customired stadent lcaming purposes.

ARTICLE V: DATA FROVISIONS

I, Data Secucgy. The Provider agroes 8o abide by and maintam adoguate data scourily measures,
consistert with isdustry standards and technology Best practices, 1o protect Stodest Data from
weasthorired disclosure or scquisition by aa wnauthorized person. The general security duties of
Provider aee set forth below, Provider may further detadl its security programs and measures
Exhibit “F" hereto. These measures shall include, but are not lmised o

& Passwerds and Employee Access. Provider shall secure usemames, passwords, and aey
other means oF paining access 10 the Services or 1o Studess Dama, a2 a level suggested by
the appicable standards, as set forth i Article 4.5 of NIST $300.63.3, Provider shall only
provide access 1o Studert Data to employees or contractors that are performing the



Services. Employoes with access 10 Studert Data shall have signed confidentiality
agreements reganding said Stadent Data. AN eaployees with access 10 Stodest Reconds
stall be sebjoct 0 criminal bachground checks in compliance with stale and locad
ordinances.

b Destraction of Data. Provider shall dostroy or delete all Stodent Data obtained wnder the
Service Agroement when it is no longer neoded for the perpose for which it was obtained,
or transfor said data 10 LEA or LEA™s designee, acconding 10 the procedure identified in
Article IV, scctica 5, above. Nothing in the Service Agreoment ssthorizes Provider ©
maintsin Stedent Data beyond the tme perod ressonably meeded 10 complcse the
drposition.

¢. Security Frotecols. Both parties agroe 10 maintain security protocols that meet industry
standards in the transfer or Wrsmamission of any data, including cnsuring that data may
caly be viewed or accessed by partics legally allowed 10 do 0, Provider shall maintain all
dats obmined or gencrated purnsusat o the Service Agreement in & socure diginal
enviconment and not copy, reproduce, of transmit data obtained pursuant 1 e Service
Agreement, except is necessary 10 fulfill the purpose of data requests by LEA.

d. Employee Training. The Provider shall provide periodic security traming 10 thoss of its
cmployees who operate or have access 20 the system, Funher, Provider shall provide
LEA with contact information of an employee who LEA may contact if there are any

SOCUNITY CONCOIMS OF QUESTIONS,

c. Secwrity Technology., When B¢ senvice s accensed using & supported wob browser,
Provider shall employ indeatry staadard moaweres 10 protoct data from unsuhorised
pecess. The service secarity macasures shall include server authestication and deca
encryption. Provider shall host data pursuant 10 the Service Agreement in an eo ironment

using a ficewall that is updated sccording %o Industry standards.

f. Security Coordinator, If Jiffcrent from the dovignated representative adentified n
Article VII, section 5, Provider shall peovide the name and comeact information of
Provider's Seowrity Cooedinator for the Stodeet Data received pursssst 10 the Service

Agreement.

g Ssbprocessors Bound, Provider sall emter imdo  wrillen  agrooments  wherehy
Subprocosons agree 1o secure and protect Student Duta = & manner consivtent with the
torms of this Arscle V. Provider shall periodically conduct o review compliance
monncring and assessments of Subprocessors 10 determine thele compliance with this
Articke,

h. Periodic Ribk Axsensment. Provider further ackaowlodges and agroes to conduct dignal
and physical periodic (no less than semianncal) risk assesaments and remediale any
identified security and privacy vulacrabilitees ia o timcly manncr.

2 Data Breach '» e cvent that Student Data s sccomed or obtained by an unasthorined
individual, Provider shall provide sotification 10 LEA within 3 reasonable amount of time of the



incident, and not excecding forty -cight (45) hours. Provider shall follow the following process:

2. The securty broach notification shall be writton i plain language, shall be titled “Notice
of Data Breach.” and shall present e information describod horeim uader the following
hoadings: “What Happened,™ “What Infoemation Was lovoheed,”™ “What We Are Doing.”
“What You Can Do, and “For Meee Information.™ AdSitional information may be
provided s & supplement 10 the notice.

b. The security breach sotification described above in soction 2a) shall include. ot &
minimum, the following mformation;

L. The name and contact information of the reporting LEA sebject 10 this section.

W A list of the types of personal isformation that were or are remsonably belicved 10
have been the sulyect of & breach.

Wi If the information is possible to doterming at the time the notice is provided. then
cither (1) the date of the breach, (1) ® estimated date of the beeach. or (1) the
date range within which the beeach occwrred. The notification shall also include
the &ate of the notice.

iv. Whether the motificacion was defayed as 2 result of a law enforcement
investigation, if that information is possible 10 determine at the time the notice is
provided

v. A penerad description of the breach incidest, if that infoemation Is possible w0
deserming at the time the notice is provided.

¢ At LEA"s discretion, the security beeach notification may alw include any of the
following:
L Information sbost what the ageney has done %0 protect individuals whose
mformation kas boen Breachod
i Advice on steps that the persom whose information has been breached may wke
protect himself or herself.

4 Provider agrees 10 adhere 10 all requirements m apphcable State and in foderal law with
respect 10 a deta beeasch related 10 the Stodent Dusa, including, when appeopeiate or
required, the required responsibilities and procedures for notification sed mitigation of
any such data breach.

c. Provider funther acknowledpes and agrees 10 have a wrmten incident response plan that
reflects best pracuices and is consestent with industry stasdands and fodersl and state law
for responding 1o a data breach. breach of security, peivacy ncident oo unaudhorized
scquisition or use of Seadent Data or any poction thereoll including personally
ontifisble information and agroes to provide LEA, wpon request, with a copy of said



wrmien incident response plan,

f. Provider is prohibited from directly contacting parcse, legad guardiam or cligible pupsd
enless expressly requested by LEA. If LEA roquests Provider's assistance peoviding
sotice of unshorized access, and such assistance &s not endoly burdensome o Provider,
Provider shall notify the affected parent. legad guardian or eligible pupll of the
wnauthorized access, which shall include the information lsted in subsactions (B) and ()
shove. If roguested by LEA, Provider shall seimbune LEA for costs incurred 0 aolify
parenty familics of a beeach not ariginating from LEA" sae of the Service,

g In the event of a breach onginating from LEA's wse of the Senvice, Provider shall
cooperate with LEA to the extent necessary 10 expoditionsly secure Stodent Data

ARTICLE VI GENERAL OFFER OF PRIVACY TERMS

Provider may, by signing the attachod Form of General Offer of Privacy Torms (General Offer, attached
hereto as Exhibit “E™), be bound by the terms of this DPA 10 amy other LEA who signs the acceptance
on in said Exhibit. The Form is limited by the terms and conditions deacribed therein,

ARTICLE VIE MISCELLANEOLS

2

Term. The Provider shall Be bound by this DPA for the durstion of the Service Agrecment or %0
long 35 the Pronider maimains any Stedent Date

Teomination. ' the cvent that cither party secks 80 Serminatie this DPA, they may do so by
mstual written consent 50 long 3a the Scrvice Agreoment has lapned or has been termimated. LEA
shall have the right o serminate the DPA and Service Agrecescat in the evest of & material
becach of e terms of this DPA.

Effect of Termination Servival If the Service Agroement is torminaied, the Provider shall
destroy all of LEA's data pursuant 10 Article V, section 1(B), and Article [1 section 3, abonve.

Priority of Agreemeats. This DPA shall govern the trestment of ssudent data in ceder to comply
with privacy protections, incleding those found in FERPA and all applicable privacy statutes
wemtified in this DFA, I ®¢ event there s conflict betwoon the DPA and the Service
Agrooment, the DPA whall apply and take precodence, Excopt &% described i this paragraph
herein, all other provinions of the Service Agreement shall remain s effect.

Notice. Al notices or other commumication required or permitsed (o be gives hereundor mest be
in writing and given by pensosal defivery, or e-mail transmission (i contact information s
peovided for the specific mode of delivery), or finst-class mail, postage propaid, sont 10 the
1. Designated Representatives
mdawnmiwl’othlﬂfwﬁw&



6578 Samta Toresa Bivd

Sam Jose, CA 95119

(408) 227-3300
he dosignated representatine for the Pronider for this Agreement is:
Name: Mike Nesenfelds
Take: Deputy CEQ
Contact lnformation.

230 Harrison Strect

San Francisco, CA 94107

4156153130

b Notification of Acceptasce of General Offer of Terms. Upon execution of Exhibil £,

General Offer of Torms, Subscriting LEA shall provide notice of such acceptance in
writing aad given by persomal delivery, o camall trasamission (f contact information is
provided for the specific mode of delivery), or firss-class mail, postage prepaid, %0 the
designaned representative below.
The designated repeesemtative for the notice of acceptance of the Geseral Offer of
Privacy Terms is:
Name: Mike Newenfohdt
Tke: Depmty CFO
Contact Information:
730 Harrisen Street
San Francisco, CA 94197
4156153136

6 Estice Azcesment This DPA constituses the entire agroement of the partics relating w0 the
subjoct matter hereol and supersedes all prior communications, representations, o agreemenls,
oral of wrimen, by the partics relating thereso. This DPA say be amendod and the observance of
sy provision of this DPA may be waived (cither generally o in amy particular instance aad
coder retroactively or prospectively ) oaly with the signed written consent of both pertics. Neiher
fallure nor delay on the part of any party in exercising any right, power, oc privilege hercender
shall operate as a waiver of such right. mor shall any single or partial exercise of any such right,
pomer, or prinilege preciede any further oxercise theroof or the excrcine of asy other right,
power, or privilege,

7. Severabllity. Any provision of this DPA et is prohibited or usenfoeccable in any Jurisdiction
shall, as o such jerisdiction. be ineffoctive to e extent of such prohibition or unenforceability
without mvalidating the remaining provisions of this DPA. and anmy such prohibitioe or
unenforceability in any jerisdiction shall not imvalidate or render unenforceable such provision
sy other jurisdiction, Notwithwanding the foregoing, if such provision could be more narrowly
draan 0 23 8ot 10 be peobibited o unenforceable in such jurisdiction while, at the same tine,
maintaining the intent of the partics, it shall, 25 1o such jurisdiction, be so naeronly drawn
without imalidating e romaining provisions of this DPA or affecting the validity or
enforceabdiny of such peovision in any other jurisdiction.

% Gaerning Law: Veane and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
2



CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE IN WHICH THIS
AGREEMENT IS EXECUTED, WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPFLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND
EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE
COUNTY IN WHICH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING
OUT OF OR RELATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS
CONTEMMLATED HERERY,

9. Authority. Provider represents thar it & suthorized 50 bind 10 the terms of this Agreement,
cloSng confidentiality and destruction of Stedent Data and any porton thereol contained
therein, all relased or associated institutions, individeals, employees or contractons who may have
access to the Stedont Data and 'or any portion thereof, or may own, lease or control equipment or
facilities of any kind where the Student Data and postion thereol stored, maintained or wsod in
any way, Provider agroes that any perchaser of the Provider shall also be bownd % the
Agreement

10. Walver. No delsy or omission of the LEA 10 exercise any right horcunder shall be consarued as a
waiver of any sech right and the LEA reserves e right 1o exercise any such right from time o0
tie, as ofien as may be doemed expodiont.

11. Seeconsars Boand. his DPA is and shall be binding wpon the respective seccesson i imerest
w0 Provider in the event of a merger, acquisition, consolidation or other business recrganization

or sake of all or substantially 8l of the assets of sach busingss,

[Sigmavare Poge Follows]
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IN WITNESS WHEREOF, $he partics have execuled this California Stodent Data Privacy Agrooment as
of the lest duy noted below.

Date: Q1182919

Title Positicn: Deputy CFQ
BY: N iadems Date- 4/2/19
Pooted Name  Najeeb Qasimi Uil Pouity  Director

Neove: Electronic signature nor permitied.

"


Sergio Rizzi
Najeeb Qasimi

Sergio Rizzi
Director

Sergio Rizzi
4/2/19


EXHIBLE=A"
DESCRIFPTION OF SERVICES
See amached MOU
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Memorandem of Understanding
Between
Ouk Grove School Disteict and WestEd
Social Skills Teaining Pilot Study (SST Pilot Study)

This Memorandam of Understanding (MOLU) is made as of November . 2018, by and between
Oak Grove School Diatrict located in San Jose, CA, (Diatrict) and WestEd, a California joint
powers agency with principal offices in San Francisco, Califorsia, regaeding the stody for the
Social Stilly Srudy ("SST Pilot Study™ or "Stady™) This MOU sets forth the parametors for
WestEd™s conduct of the SST Pilot Study sad the collection of education record data in the
District. This s a noo-financial agreement.

L. The Stady

The Study, which is funded by the US. Department of Edecation (bestisste of Education
Sciences [IES], Awsed No. RIOSA180224), and led by WestE4, Is designed 1o investigate the
effectivencess of Advennwes Aboard the SSGRIN. SSGRIN Is designed 1o transate the coment
and cognitive-behanvioral serategics of an established, evidence-based social skills training
(“SST™) peogram imo a game-based virsal world. The program aims o build studenss” social
emotional skills and improve peer relationships for clementary students experiencing 8 wide
range of social difficultics, inchading peer rejection, bullying, and social anuiety. In order 10
understand the impact of this SST peogram on students, rescarchors willl be collecting student
data across the eatire SST program and will perform obuervations at selocted participating school
siles.

The District’s participation is dependent upon its willingness and ability %o provide the time,

space, and data specifiod below. The Dintrict is authorized 10 releane the Data without wrillen
parental consent caly in accoedance with designated, applicable FERPA exceptions in Section
9930 of Tale 3 of the Code of Federal Rogulations.

Westhd anticipates that the District’s direct costs will be minimal and will not excecd that which
is necewsary for mtorvention mplementation, data exoraction and electronic data transfer to
Westkd.

L. Term and Yermination
A. This MOU is effective as of the date first wrilien sbove and expires Juse 30, 2019,
B. Fither party ssay terminate this MOU upona 30 days prior written notice 1o the other party.



C. The termination or expiration of this MOU shall sot affect the District’s rights and
WesmtEd's obligations regarding confidentiality or the retention, saceage, or destraction of
Data, as set forth berein. Such rights and obligations shall swrvive the serm of this MOU,

L Defimitions
A. "Data” a5 wsed in this MOU refers 50 the folkwing:

Student-level variables retricved from the District « the variables below will be requested foe
individual students participating in the SST Pilot Study.

Stadent name and schood 1D number
Grade Jevel

Gender

Scores on the CELDT as applicable
Englesh Learner staten

B. "Personally Identifiable Infoemation™ or “PII® as used in this MOU shall mean any
information or data that, alone or in combination, is Reked or linkable 10 a specific
studem that would allow a reascaable person @ the school community, who does net
have personal knowledge of the relevant circumstances, 10 identify the student with
reasonable consmty.

C. "De-dentified Dota®, as used in this MOU, shall mean Daga from which all Personally
Identifiable Information has boen romoved or obscured 0 that a ressonable person in the
school community, who does not have personal keowledge of the relevant circumstances,
would ot be able to identify any individual studont with reasonable cortainty .

4. Confidentiality

A, WeuFd dhall help emure any Dats svailable cam only be viewed or accenoad by ageacies
legaily allowed 10 do %0, in compliance with an applicable Family Edecational Rights and
Privacy Act exception, and as agreed upom by District and WestEd, Excopt as otherwing
permimed by the terms of this MOU, Westhd shall not use $he Data supplied 1o it in an
unasthorized manner, Specifically, WeostEd shall mot sell or release Data, nor enable or
permit thind partics 10 engage in tarpetod advertising 10 stadents of 10 build stodent
profiies unrelatod 10 the parposes comemplatod by this MOU. Westhd shall ensure that
any third party who is permitied legal accoss 10 the Data is aware of the rosponsibility %o
take all reascnably possible precautions 10 safeguaed the Data and comply with all
applicable Federal, State, or local laws, ordinances, regulations, and directives relating to
confidentiality.

B. WestEd and its comractons agree 10 take all necessary precautions 10 safeguand the data
and comply with all applicable Federal, State, or local laws, ordinances, regulations, and
directives relating o confidentiabty. These include, but are sot limited 10, the Fassily
Educesional Rights and Privacy Act (FERPA) (20 US.C. § 1232 M CFR part 99), the
Califoenis Information Practices Act (California Civil Code § 1798 e s¢q.), and the
Privacy Act of 1974, as amended, (S US.C. § 552)
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C. Personally Idereifiable Information (P1) will oaly be used for the SST Pilot Study as
Mentified in this MOU,

D. Pl will only be used for purposes of the Study identificd in this MOL, WestEd will limit
mtemal socess o PHHo individuals working oo the Study with legitimate inmerests ia the
PIl and on 2 need %0 know hasis, as roguired in accordamce with FERPA,

. WestEd will take stcps 10 maistain the confidentiality of P11 s all stages of the SST Pike
Stuady.

F. No individeal shall be identiflable = amy reports, publications, or other documents
oreated by Westhd or its comracions with the use of data,

G. Retain dats in 2 place physically secure from access by unasthorieed penons. Papes-
based data will be stored in locked file cabinets. Westl'd agrees that any computer or
sorver on which eloctronic data reside will be password protected at all times. When not
in immediate wse, cloctronic data will reside in an encrypied remote server, and not on

individual computers.
H. Provide a secure, encrypied trassmission method for storing and transforring the data.

L WestEd will destroy sl PIl when & is 0o lomger needed for the SST Pilot Study mnd,
sy event, no buer than 60 days after the expintion of this MOU, The parties may amend
the MOU to extend the time period if moeded; however such amendment must be in
sccordance with Sectioe 7.A of this MOU,

). In sccordance with spplicable law and the the data sharing polices of WestEd's prime
funder. the US Department of Education, de-idertifiod data will be resained by WestEd
beyced the conclusion of the SST Pilot Soudy and the 1eem of this MOU, sad may be
shared with other researchers in the spint of stimulating new advances in education
research. Such De-identifiod Data may be shared with thind partics only s permissed by
state and federal laws goveming the confidentiabiy of studers recoeds.

K. In the event either the District or WestEd becomes aware of snauthorized disclosures of
Data or 2 breach of data sorage and security systems, the partics shall notify cach other
35 prompaly as possible, but no lmer Shan seventy-two (72) hours after such party
becomes aware of the wnasthorized &uclosere or breach, In the event hat sach disclosure
or breach occurs due 10 the actions o Inactions of WestEd or its employoes, agests, and
comraciorns, or while the Data is being stored or used by WestEd or its employoes, agonts,
and contractory, WestEd shall be responsible for taking all memwures necessary o
determine the soope of the beeach and notify all impacted parties, including Distrsct
studonts and parents, at the direction and dincretion of the District, 1o the extem required
by California Civil Code §179829,
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£ Westhd's Additional Responsibilities
WestEd shalk:

Al

Provide dedicated contact information for this roscarch projoct, WestEd™s comtact
information is:

Kylic Fiynn

Senior Research Assoclate, STEM Program
Wentkid

2470 Maziner Square Loop, Office 257
Alamoda, CA 94501

Emadl: 8 0yon2 e eted oo

Phooe: $10.302.4252

Inform parents of students cligible for participation in the SST Pilot Study, and obtain
their writlen permission for their stodent’s participation,

Provide all participating consrol seachers af Ledesma Elementary School with an
honorarium of $600 for their time im completing bebavior rting scalies for panticipating
stedents dering the 20152019 school year,

. Provide all participating teachers (lrcatment and control) is the pull-out ssodel of

mploementation st Anderson Elementary school with an homorarium of $400 for their
s in completing behavice rting scales for participating vtudeats during the 2018-2019
school year.

Provide participating counselors, or other designated staff, with an honorarium of $600
for their pasticipation in monitocing stodents” e of e S S.GRIN platform during the
20182019 school year using the pull-out model of implementation m Anderson
Elementary school,

Peovide sl participating treatmsent teachers who are pert of the in-class implementation
model at Stipe Elementary School wigh as honorarem of $1200 for their participasion in
monnoring sudents’ use of the S.5.GRIN platform during the 2018-2019 school year, a8
well as for thelr time in completing behavior rating scales for panticipating students
during the 2018-2019 school year,

G. Provide sdvance notice of all school visits and interyicws and comply with all dssrict and

site visit policies.

H. Provide panticipating counsclors, or other designated staff, online professional

development and acccss 10 SST curriculem and resources free of cost during the SST
Study. Tesiing and access to the SST curriculum sad resources for up 5o | year will b
provided to the participating seachers, or other designated vialY, after the study is
completed if the district chooses.

MOL [Dsarice Namw SST Mot Ssady [rev 1991) Page dol?



6. District’s Additional Responsibilities
The Distract shall:

A. Designate a cootact person 10 facilitate communications between the District and Westlld
for coondinating the data transfor activities moceary 10 carry out this MOLU, The Disarict
CONLACT person

Name
Title:

Email:
Phone:

B. Collsborae with WestEd in the recruitment of Srd grade teachers for the SST Pilot Study,
uad in securing the cooperation of princigals for the study 1o take place at their school,

C. Allow participating 1™ grade seachers 10 provide ¢lass rosters and screoming information
on e socal shills of their students. WestEd will use this information to select
approximately 8 stodenes at each participating school site for inclusion in the study.

D. For the pull-out model at Anderson Flomentary, identify & district employee (¢.g.,
coumselor, imerventionist, resource specialist, instructional assistant) who could sepervise
small groups (2-4) of participating treatment students’ use of the S.S.ORIN platform,
Students will use S S.GRIN once per week for approximately 45 minues, for 12 weeks.

E. Forthe pull-cut model at Anderson Elementary, provide a space outside of the ¢lassroom
for the istervention 10 take place with small groep(s) of vtedents during the 1 2-woek
intervention peraod.

F. For the in-class model at Stipe Elementary, allow participating 3 grade weachers 1o
implement the S.S.GRIN platform in Sheir classroom, cither usiag a class-wide

implementaticn or with participating wadcnts only (depending on the school™s
preference). Students will use S.S.GRIN once per week for approximately 45 minutes, for
12 wecks.

G. Allow teachens, and other designated stall, 1o participate ia the SST Pilot Study and s the
SST caline training sessions.

H. Allow teachers 10 compicte pre- and post- studemt rating scalles on all participating
children.

I ANow WestEd reseaschers 50 observe s selected school sites for the SST Pillot Study.

1. Prowide Westhd with a wrinen copy of all District policies with which Westd is
reguired to comply.
K. Collaboeate with WesitEd, as neoded, 10 facilitate the coordination of the data transfer,
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L. Agree o participate in data sharing for the entire SST Pilot Ssady, pursuant to the
spplicable data sharing terms and coaditions,

M. Provide demographic and other information for data gathering, including access %o
student assessment data for all participating students, purssant 10 the applicable data
sharing lerms and conditions,

General Provisions

A. Amcodments. This MOU may be amended a2 any time by the musual written agreement
of the Parties.

B. Assignment. Nother Party shall volustarily or by operation of liw, assipn or otherwise
transfer s rights or obligations ender this MOU without the other party s prioe writien
consent, Any purported assigament in violation of this paragragh shall be void.

C. Sovenbility, The provisions of this MOU are severable and $he unenforccability of any
provision of this MOU shall mot affect the enforceabsliny of asy other provisions hereof.

D, Lmsation of Lability. Each Party agrees 10 indemaify e other against sy and all
Habelity, actions, claims, damages, losscs, costs, and expenses (including attomeys” foes)
aising out of or in any way resulting from the indemsnifying Party™s own negligent oe
imentional  acts, emrors, or omissions in comnection 10 the performance of the
responsibilities of cach Party, per this MOLU,

E Relmticenhip Betwesn the Partics. Nothing i this MOU shall be construed 10 grast cither
Party the right 1o make commitments of any kind for or on behalf of the other Party, without
the prior writien consent of the other Party, Nothing in this MOU shall be deemed to
constinse, creale, give effect w, or otherwise recognize an employment relationship
between the parties or a joint vesture, partnership, or foemal entity of any kind.

F. Dispuie Resolution The Partics shall exercise their best good faah cfforts to settle any
claim, comtroversy, oc dispeee (indvvidually or jointly, & "Dispese”™) arising out of of relating
10 this MOU. Representatives of the Parties shall discess any Dispate no later than fifkeen
(15) days afier cither Party gives writsen notice 1o the other Party of a Dispute. Such notice
willl include the fegal and factual basls for such Dispate. No arbitration or other dispute
resolution procoeding may be commenced before representatives of the Parties have met
perseant 1 thin provision. In the event that a Dispute cannot be resotved theough good faith

the Parcies agree that such Dispute shall be fisally setthod through binding

arbigration. The arbitration shall be administered by Jodicial Arbitration and Mediation
Services, Inc. ("JAMST) located in Sen Framvisco, Califorssa, pursusnt 10 &s
Comprehensive Arbitration Rules snd Procedures. The Parties agree that the decision of
the JAMS arbitzator shall be fisal and conclusive upon the Parties. Judgment on the sward
readered by the JAMS whitrator may be entered in any cownt having jurisdiction.
Notwithstanding the focepoing, cither Party may seck injunctive or provinional relief 1o
peotect confidertial information ot any time and noed not procead with akermative dapute
resolution before socking such relicf
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G. Exscution. Each of the persons signing this MOLU repeesents that he or she has the suthoreity
to sign on bohalfl of and bind their respective Party.

H. Entire Agsomens.  This MOU s the entire agrooment betwoen the partics.  No other
agreements, oral of wrimen, have been entered into with respect 10 the subject mamer of thes
MOLU.

IN WITNESS WHEREOF, the partics have, by ther respective duly ssthorined representatives,
executed this MOLU as of the day and year first writien above.

Westhd W v Oak Grove School District
By: / By:

s
Name: [ 2 Name
Tle: _ Depaty CFO Tithe:

Plense return thin form vis e-mail to kiTynald G wesed org
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EXHIBIT ~C™
DEFINITIONS

AB 1584, Bachanan, The statetory designataon for what is sow Californs Education Code § 450731,
relating 10 pupil reconds.

De-ldentifiable Information (DI1); De-ldentification refors 10 the process by which the Provider
removes or obscures any Porsomally Identifiable Iaformation (“PII™) from student records in a way tha
removes or mamimizes the risk of Jischossre of the identity of the individual and information abost them,

Educational Recerds: Educational Records are officlal records, files and data dwectly related o a
student and maintained by the school or local education agency. Including but not limited 10, records
encompassing all the material kept in the studont’s comulative folder, such as goneral idemtifying data,
records of attendance and of academic work completed, reconds of achicvement, and rosaits of
ovaluative sests, hoalth data, disciplinary states, test protocols and individaalized edecalion programa.
For purposes of this DPA, Edecational Recoeds are seferred 10 as Student Data,

NIST: Draft National Institute of Standards and Technology ("NIST™) Special Publication Digital
Authentication Guideline.

Operator: The term “Operstor™ means the operstor of an [nternet Websine, cnline service, online
spplication, or mobde application with actual knowledpe that the site, service, or applicaticn Is wed
primarily for K12 school purposes and was designed and marketed for K-12 school perposes. For the
parpose of the Senvice Agreement. the term "Operator™ is replaced by the term “Provider.” This term
shall encompass the term “Third Party,” as it is found in applicable state statutos.

Personally Identifiable Information (PIIx The terms “Personally Identifisble Infoemation™ or “PIIY
shall include, but are not Semined to, student data, metadata, and user or pupil-generated coment obtained
by resson of the wse of Provider's software, website, service. or app, inclading mobile apps, whether
pathered by Provider or peovided by LEA or its users, stadents, or ssedents” parcnts/guardians. Pl
includes Indirect Identifiers, which is amy information that, cither alone o in aggrogaie, would allow »
reasonable person 50 be able 10 identifly a student 10 & roasonable cortainty, For parposes of this DPA,
Peesomally Identifiable Information shall include the catcporics of information livsed i the definitiion of
Student Data,

Provider: For purposes of the Sarvice Agreoment, the torm “Provider” means provider of digeal
educational software or services, nclading cloud-based sworvices, for Bhe dgital somge, managoment,
and retrieval of pepil records. Withim the DPA & 1orm “Provider™ inclodes the torm “Thied Party™ and
the term “Operator™ as wad in applicable state statutes.

Papil Geserated Content: The torm “pupil-generated comtent”™ means materials or coment created by »
pepil during and for the purpose of edecation mchading, but not limited 10, essays, rescarch reports,
poetfolios, creative writing, music or other andio files, photographs, videos, sad account information thal
enables ongoing ownership of pupil content.

Pupil Records: Means both of the following: (1) Any information that directly relates 10 » pupil that is
malnained by LEA and (2) any information acquired directly from the pupil throogh the wse of
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instrecsional software or applications essagned 20 the pupsl by 2 1cacher or other LEA employee. Foe the
purposes of this Agreement, Pupil Records shall be the same as Edecational Reconds, Studest Personal
Information and Covered Information. a¥l of which are doemed Stodert Data for the purposes of this

Agreement.

Service Agreemsent: Refers 10 the Contract or Purchase Order 10 which this DPA supplements and
modifies.

School Official For the purpones of this Agreement and pursuant o 34 CFR 9931 (B), a Schood
Official is & contractior that: (1) Performs aa instinional service oe function for which $he agency or
institution would otherwine wse cmployecs, (2) Is under the direct control of the agency of mstitution
with respect 10 the wie and maintenance of education recoeds; and (3) Is subyect 10 34 CFR 99.33(a)
governing the use and re-disclosure of persomally kentiflable infoemation from studest reconds.

SOPIPA: Once passed, the requirements of SOPIPA weore added 10 Chapter 22.2 (commencing with
Secticm 22534) 1 Division § of the Business and Profesions Code relating o privacy.

Stedent Data: Student Data inclodes any data, whether gathered by Provider or provided by LEA or its
wsors, studonts, or students” parents’ guardians, that is descriptive of the student includng. but not limited
10, information in the stedent”s educational recond or emadl, first and last name, home address, tolephone
sumber, email addecss, or other information allowing onling comtact, discipline reconds, vidoos, test
rewlts, special education data, juvenile dependency reconds, grades, cvaliastions, criminal reconds,
modical  records, health recoeds, social securty mumbers, blometnic  Information, Jaabalitics,
sochooconomic nfoemation, food perchases, political affiliations. religious nfoemation 1ex1 messages,
documents, stadent identifies, scarch activity, photos, velce recordings or geolocation information,
Stodert Data shall comsirute Pupil Records for the purposes of this Agreement, and for the purposes of
California and federal laws and regulations. Student Data as specified in Exhibit “B” is confinmed 10 be
collected or processed by the Provider punuant 1o the Services. Studont Daga shall not constitute that
information that has been anonymized or de-identilicd, or anomymows mage data rogarding & student’s
wse of Provider™s services.

SDPC (The Student Data Privacy Consertiom ) Refers w0 the sational collabortine of schools,
districts, regiomal, forritories and staie agoacies, policy makers, trade organizations aad marketplace
providers addressing real-world, adaptable, and implementable solutions %0 growing data privacy
ConCems.

Student Personal Information: “Stodent Perscnal Information™ means information collected through »
whool service St penonally identifies s individeal studont or other informaticn collected and
mamtained about an individual studont that is linked 10 information that idontifics an individual sodont,
o identified by Washington Compact Provisicn 2EA SN 010, For purposes of this DPA, Soadent
Persoral leformation is eeferred 10 as Stadent Data

Sebscribing LEA- An LEA that was not party 10 the origmal Services Agreement and who accepts the
Provider's General Offer of Privasy Teorms.

Sebprocesser: For the parposes of this Apreement, the term “Sebprocessor™ (sometimes referred w as
the “Subcontraceor™) means a party other tham LEA or Provider, who Provider uses for data collection,
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analytics, storage, or other service 10 operate and'or Impeove s software, and who has access w Pl

Targeted Advertising: Targeted advertising means presenting an advertisement 10 a student where the
schection of the advertisement is based on student informanion, stadent reconds of studert generated
content of inferrod over Uime from the wsage of e Provider's website, online senvice or mobile
appiscation by such stadent of the retention of such stedent”s online activities or regeests over thine.

Third Party: The wcom “Thind Party™ means 2 provider of digitsl educativnsl softwme or services,
inclading clond-based sorvices, for the Sgital storage, management, sad retricval of popil reconds,
However, for the purpose of this Agreement, the serms “Thied Party™ when used 10 indicate the provider
of digital edecational software ce services is replaced by the 1eem “Pronider.™
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EXHIBIL =D™
DIRECTIVE FOR DISPOSITION OF DATA

pursuant %o the terms of the Service Agreement between LEA and Provider. The serms of the

Disposition are set forth below:

Extent of Dispusition __ Parial. The categorics of data 1o be
Saposed of follows:

Disposition shall be: o A
_X__ Complete. Disposition extends 10 all
calcgories of &ata,

Nature of Disposition ____ Destruction or deletion of data

Disposition shall be by: X Trssfer of data, The data shall be
transferred as set forth in an attachment o this
Directive. Following confirmation froms LEA that
data was succesfully tansferred, Provider shall
destroy or delete all applicable data.

Liming of Disposition — As soon s commercially practicable

Dana shall be disposed of by the following date: X __By (Insert Date) 63072029

Authorized Representatine of LEA

Verification of Disposition of Data
by Authorized Representative of Provider
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EXHIBT "E™
GENERAL OFFER OF PRIVACY TERMS

1. Offfer of Terms
Provider offers the same peivacy peotections found m this DPA betwoen @ and Oak Greve School
District and which is dated 0272772019 10 any other LEA (“Subscribing LEA™) who accepts this
General Offer thosgh its signature below, This General Offer shall extend only 1o privacy
protections and Provider's signature shall not necessarily bind Provider 10 other serm, such m price,
torm, or schedule of services, of 10 any other peovinion not addressed i this DPA. The Provider snd
the other LEA may also agroe 80 change the data provided by LEA 10 the Provider in Exhiba "B* w
suit the usique needs of the LEA, The Provider sy withdeaw the General Offer in the event of: (1)
» material change in the applicable privacy statuses; (2) a material change in the services and
products veject listed in the Originating Service Agreement; or theee (3) years after the date of
Pronider’s signature 50 this Form. Provider shall notify CETPA in the event of amy withdrawal so
that this information mey e trassmitted o the Alllance’s users.

e e

Prited Name: Mike Ndentehds Tale Pusition: Degaty CEQ
L Subscribiag LEA
A Sebacribing LEA, by sipsing a separsie Service Apreement with Provider, snd by its signatere below,

accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be
Bound by the same terms of this DPA.

Subscribing LEA:
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